The Pennsylvania Treasurer, one of three independent elected statewide officials, has an
opening for an Information Security Specialists III.
The ideal candidate for this position is someone with expert knowledge of best practices in
firewall configurations, knowledge of network administration, business process analysis
methods. Industry standards and best practices of information security, functions and capabilities
of standard security application system, functions and capabilities of security testing tools, web
content filtering and monitoring, Ability to read and interpret security logs, system design
specifications, and technical manuals in order to identify potential problems. Knowledge of
federal privacy guidelines such as HIPAA and Sarbanes-Oxley, information security counter
measure resolution techniques, supervisory and project management skills.
Information Technology Security Specialists III
An employee in this job is responsible for implementing, administering, and analyzing an
information security program either as the Information Security Officer (ISO) in an agency with
the most complex information security needs, developing, implementing, administering, and
maintaining system security standards, policies, procedures, and access to Treasury or
Commonwealth agency systems to ensure the confidentiality, integrity, and availability of
systems, networks, servers, and data; developing or modifying security plans and security
assessment and auditing policies and procedures; implementing Treasury security policies;
managing project implementations; advising security team members, agency personnel, and
information technology (IT) managers on security related matters.
Identifying security threats and developing counter measures through the use of appropriate
technologies; and developing business intelligence security reports to keep senior level managers
informed of system-wide security issues and programs.
Work involves providing consultative expertise to the highest level of management on the most
complex information security related matters. In an agency, and is differentiated from the next
lower level by the responsibility for independently managing the information security program in
an agency with the most complex security needs and issues.
The employee in this job will interact with Treasury’s CIO, Commonwealth’s CISO, security
team members, IT Director, and other entities. Work is performed under the supervision of the
Treasury CIO or other administrative supervisor for overall effectiveness of the information
security program managed, and you must have the ability to communicate effectively orally, and
in writing.
MINIMUM EXPERIENCE AND TRAINING:
One year as an Information Security Specialist 2
or

Four years of experience performing technical work in information technology security, and an
bachelor’s degree in any information technology field;
or
Two years of experience performing technical work in information technology security, and a
bachelor’s degree in any information technology field;
or
An equivalent combination of experience and training.
Please forward resume, cover letter, and you must include your salary requirements.
Treasury is an equal opportunity employer and does not discriminate on the basis of race, color,
sex, religion, national origin, ancestry, ethnicity, age, handicap or disability, uniformed military
status, veteran status, marital status, sexual orientation, genetic information, gender identity, or
any other classification protected by law.

